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Purpose and Scope 

This policy governs the identity, access, and lifecycle of AI agents operating on institutional systems. It 

sets a floor: no agent operates on this campus without a named owner, a declared data class, and a 

retirement trigger. 

An AI agent is any software identity that can take action independently of a real-time human 

keystroke, authenticates to institutional systems, and reads, writes, or transmits institutional data. This 

includes vendor-embedded agents (Microsoft Copilot Studio, Entra Agent ID, LMS and SIS agentic 

features), custom-built agents using institutional credentials, and third-party AI assistants integrated 

via API. It does not apply to interactive chat sessions with a human present in the loop for every action. 

Required Fields for Every Agent 

No AI agent may operate on institutional systems until the following three fields are documented in 

the AI Agent Registry. 

Field What it captures Why it matters 

Owner 

A single named human, employed 

by the institution, accountable for 

the agent's behavior. 

Anonymous or shared ownership is the 

pattern that produced ghost accounts. 

Do not repeat it for agents. 

Data Class 

Highest-sensitivity data class the 

agent may touch: Public, Internal, 

FERPA-Protected, Financial, HR-

Confidential, or Regulated. 

Determines the review path, audit 

cadence, and compliance obligations. 

Trigger 

Condition that ends authorization: 

time-based (date), event-based 

(project ends, owner departs), or 

review-based (annual). 

Every agent has a documented 

retirement path. Standing permission 

with no end state is prohibited. 

Any agent without all three fields documented is unauthorized and must be disabled by IT within 

one business day of discovery. 

Registration Workflow 

• Sponsor submits the registry entry with Owner, Data Class, Trigger, and a plain-language 

description. 

• Data Steward reviews the Data Class. FERPA-Protected, Financial, HR-Confidential, and Regulated 

classes route through additional sign-off. 

• Identity team provisions scoped credentials. Shared human credentials, service accounts, and static 

API keys are prohibited for new agents. 
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• Governance approver grants authorization. Registry entry becomes active. Agent begins operation. 

 

Review and Enforcement 

• Every agent is reviewed at least annually. Sensitive-class agents are reviewed semi-annually. 

• Any change in Owner, Data Class, or scope requires re-approval. Silent role expansion is prohibited. 

• Unregistered agents are disabled on discovery. Registered agents that violate their declared scope 

are suspended pending review. 

 

 

 

Effective date: ______________     Approved: ______________________     ______________________ 
                                                                                                       Chief Information Officer            Governance Committee Chair 
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The Sponsor / Owner / Trigger Framework 

How to actually run the policy on Page 1. 

Role Definitions 

The Owner named on the registry entry is one of four distinct roles in the agent lifecycle. Institutions 

frequently collapse these roles into one person, which is fine for constrained IT environments, but the 

roles remain distinct even when the person is not. 

Role Responsibility Common Title 

Sponsor 

Requests the agent. Explains what 

the agent will do and why. Owns 

the business outcome. 

Faculty member, department head, 

dean, VP of a business function. 

Owner 

Accountable for the agent's day-

to-day operation and behavior. 

Named on the registry. Must be a 

real person, not a team or 

mailbox. 

Technical lead, application 

administrator, IT manager. Frequently 

the Sponsor when the department 

has technical staff. 

Approver 

Grants authorization to deploy. 

Reviews scope, data class, and 

trigger. Signs off after Data 

Steward review. 

CIO delegate, Governance Committee 

chair, or Identity Governance lead. 

Reviewer 

Audits the agent's activity against 

its declared scope. Escalates 

violations. Presents the periodic 

review report to the Governance 

Committee. 

IT audit, information security, 

compliance officer, or Identity team 

lead. 

 

In a constrained IT environment (community college, small institution, HBCU with limited IT staff), the 

Approver and Reviewer are often the same person. This is acceptable, provided the agent's registry 

entry names them explicitly. What is not acceptable is leaving these roles unfilled or assigning them to 

a role rather than a person. 

Data Class Definitions 

Data Class is the single most important field on the registry entry. It determines the review path, the 

audit cadence, and the credentials the agent may hold. Institutions should map these definitions to 

their existing data classification scheme where one exists. 
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Class Definition Additional Review 

Public 

Information intended for public 

release. Marketing content, published 

research, public directory entries. 

None. Standard Governance 

approval. 

Internal 

Institutional operating information. 

Internal memos, meeting notes, 

project documents, non-sensitive 

administrative data. 

None. Standard Governance 

approval. 

FERPA-

Protected 

Student education records. Grades, 

enrollment, disciplinary records, 

disability accommodations, financial 

aid records. 

Registrar sign-off required. Semi-

annual review. 

Financial 

Institutional financial records. 

Payments, bursar data, endowment, 

financial aid disbursement, 

procurement. 

CFO or Controller sign-off. Semi-

annual review. 

HR-

Confidential 

Employee records. Compensation, 

performance, benefits, personnel 

actions, health information. 

CHRO sign-off. Semi-annual 

review. 

Regulated 

Data subject to specific regulatory 

regimes. HIPAA (health services), 

GLBA (financial), PCI (payments), 

export-controlled research. 

Compliance officer sign-off. Semi-

annual review. Regulatory audit 

trail required. 

Trigger Types 

Every agent has a documented end state. The Trigger field on the registry entry identifies which type of 

end state applies. Standing authorization with no trigger is prohibited. 

Type Definition Example 

Time-Based 

A fixed expiration date. When the 

date passes, credentials are 

revoked automatically. 

Registration campaign agent expires 

December 31 of the current academic 

year. 
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Type Definition Example 

Event-Based 

A specific event ends the agent's 

authorization. The Owner is 

responsible for notifying IT when 

the event occurs. 

Agent supporting a specific grant 

retires when the grant closes. Agent 

tied to a departing owner retires on 

their last day. 

Review-Based 

Authorization is granted for a 

defined review period (typically 

12 months). Reauthorization 

requires a fresh Governance 

approval. 

A steady-state agent handling 

helpdesk password resets is 

reauthorized annually with fresh 

scope review. 

Practitioner Notes 

Common questions from institutions running this policy: 

Q: We have hundreds of agents already deployed. Where do we start? 

Start with discovery. Use the AI Agent Inventory & Audit Template in the QUICKLAUNCH Reading Room 

to catalog what is running. Once you have the inventory, register agents in priority order: FERPA-

protected first, then Financial and HR-Confidential, then Internal. Do not attempt to register everything 

on day one. 

Q: What about vendor-embedded agents we did not deploy? 

Vendor-embedded agents (Microsoft Copilot, Ellucian Ethos AI, Blackboard AVA, and comparable 

features) are still agents operating on institutional data. Register them with the vendor named as 

Sponsor and your Application Administrator named as Owner. The registry captures your institution's 

declared scope, not the vendor's. If the vendor's default scope exceeds your declared scope, that gap 

goes on your risk register. 

Q: What if a faculty member spins up an agent without going through the registry? 

Two things happen. First, the agent is disabled on discovery. Second, IT works with the faculty member 

to register it retroactively if the use case is legitimate. Most shadow AI is not malicious. It is a 

governance gap that needs to be closed with process, not blame. 

Q: Do we need a separate identity platform to run this policy? 

No. A spreadsheet-tracked registry is better than no registry. The policy on Page 1 can be run manually 

until the institution invests in a proper identity platform that treats AI agents as first-class identities. 

What matters is the discipline of the three fields, not the tooling behind them. 

Companion Assets 

This policy is designed to be used with two additional QUICKLAUNCH assets, both available at 

dbnr.info/projects/QuickLaunch: 
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• AI Agent Inventory & Audit Template. A ready-to-use spreadsheet for cataloging existing agents. 

Start your Day 1 audit here. 

• Securing AI Agent Identities: A 2026 Higher Education Field Guide. The full practitioner reference. 

Governance design, BYOD considerations, budget-constrained execution. 

 

For questions on adapting this framework to your institution, contact the QUICKLAUNCH Advisory Panel 

through the QUICKLAUNCH hub, or reach the author directly. 

 

Raymond Todd Blackwood, President, QuickLaunch  
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AI Agent Registry Entry (Template) 

Copy this template for each agent submitted to the registry. 

Agent Name 
  

Human-readable name. What people call it. 

Registry ID 
  

Assigned by IT on approval. 

What does it do? 
  

Plain language. Two or three sentences. 

Sponsor 
  

Name, title, department. The person requesting the agent. 

Owner 

  

Name, title, department. Single named human accountable day-
to-day. 

Approver 
  

Name, title. Signs off on deployment. 

Reviewer 
  

Name, title. Audits the agent's activity. 

Data Class 
  

Public / Internal / FERPA-Protected / Financial / HR-Confidential 
/ Regulated. 

Systems Accessed 
  

List every institutional system, API, or database the agent 
touches. 
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Trigger 
  

Time-based (date), event-based (event), or review-based 
(cadence). 

Credential Type 

  

Scoped agent credential / OAuth token exchange / other. 
Shared human credentials, static API keys, and service accounts 
are prohibited for new agents. 

Effective Date 
  

First day the agent operates in production. 

End State 
  

The condition, date, or review outcome that ends this entry. 

 

Once complete, submit to the AI Agent Registry through your institution's identity governance 

workflow. IT will provision credentials scoped to the Data Class and Systems Accessed declared above. 
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