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1. The Real-World Security Exposure of Al Agents Today

As Al agents proliferate, they introduce a fundamentally different attack surface than traditional applications — they
are dynamic, adaptive, and operate autonomously. CIOs face several critical exposures:

The “Impossible Choice” To authorize agents quickly, vendors and developers often paste long-lived,

of Static Secrets broadly scoped API keys directly into configuration files. If an agent’s code
is accidentally pushed to GitHub, attackers can instantly exploit those static
credentials.

Transitive Trust and When a user asks an agent to perform a task, that agent may

Identity Propagation autonomously call several downstream agents. Without strict checks, an

attacker can inject a malicious agent into this multi-hop flow to impersonate
the user and hijack their privileges.

Attack Amplification Because agents operate at light speed, a compromised agent can execute
millions of improper requests or data exfiltrations before a human notices.
An over-permissioned agent could delete an entire university drive instead
of a single folder.

Shadow Al Departments frequently spin up undocumented Al models or agents without
IT approval, creating shadow assets that completely bypass core security
policies.
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2. What “Good” Looks Like vs. The Minimum Viable
Version

What “Good” Looks Like — R1 Universities / High Resource

Design A strict Zero Trust architecture that treats every agent as a unique, non-human
identity (NHI) with its own credentials. Access is Just-In-Time (JIT) and ephemeral —
privileges are granted for a specific task and immediately revoked.

Governance Agents operate in strict sandboxes and can only interact with external services listed in
an approved “tool registry.”

Monitoring & Deployment of Identity Threat Detection and Response (ITDR) to catch real-time
Auditing policy bypasses (like skipped MFA), alongside immutable, tamper-proof logs that
separate agent activity from human activity.

The Minimum Viable Version — Community Colleges / HBCUs / Constrained IT

You do not need to execute an expensive “rip and replace” of your legacy directories or homegrown apps. Instead,
utilize an Identity Fabric.

MVV Design Keep your existing systems but centralize secrets management. If you cannot afford
fully dynamic JIT credentials, the minimum viable step is enforcing rotated static
secrets (e.g., rotating passwords every 30 days) to allow quick revocation if a breach

occurs.
MVV Route all agent traffic through a centralized API gateway or Al Firewall. This removes
Governance the security burden from individual developers and gives IT a single choke point to

monitor traffic and block prompt injections.
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3. Balancing Al Innovation with BYOD Culture

When students and faculty use Al agents on edge-deployed devices (personal laptops or mobile phones), IT does not
control the software environment.

Push Client For public-facing Al tools where strict identity verification isn’t required, use push
Registration client registration. This allows the agent on the user’s device to automatically request
temporary credentials at runtime, skipping manual registration friction.

Device For sensitive university data, use remote attestation to verify the security state of the
Attestation user’s personal device before allowing their local agent to send data to a Large
Language Model (LLM).

Al Firewalls for Place an Al proxy or firewall between the BYOD agent and the LLM to inspect traffic
DLP for Data Loss Prevention (DLP), ensuring students or faculty do not inadvertently leak
sensitive research or PII.
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4. Questions for Your Identity Provider — and
Disqualifiers

Question How do you handle the Model Context Protocol (MCP) for agent authorization?

Disqualifier If the vendor collapses the Authorization Server and the MCP Resource Server into the
same entity. This creates an architectural “mess for the enterprise.” The IDP must
operate as a completely separate Authorization Server.

Question Do you support OAuth 2.0 Token Exchange for multi-agent flows?

Disqualifier If the IDP just passes a single token through a multi-hop flow. They must force a “token
exchange” at every node — swapping tokens for a new, narrowly scoped credential to
prove identity at every hop.

Question How do you manage agent credentials?

Disqualifier If the vendor forces agents to share human user accounts or use static, long-lived API
keys. They must treat agents as unique, first-class identities with dynamic credentials.
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5. What to Look for in Existing Vendor Release Notes

To spot agentic capabilities quietly being shipped in tools you already own, look for these keywords in your ERP,
LMS, and IAM release notes:

What It Signals Why It Matters

Model Context Protocol The platform is opening its databases to Rapidly becoming the standard protocol

(MCP) agentic tool calls applications use to expose data to Al
agents.

Dynamic Client The platform allows autonomous agents to  Key indicator of first-class agent identity

Registration request their own credentials on the fly support.

Rich Authorization Moving from broad read/write permissions  Allows agents to execute highly

Requests (RAR) to transactional authorization specific, dynamic actions — e.g., a
specific financial transaction amount.
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6. Realistic 90-Day Execution Plan (Constrained IT
Budget)

Rely on the Inspect - Protect — Govern framework to build an Identity Fabric without needing a dedicated Al
security team.

Days 1-30 Inspect Discovery & Observability

e “If you can’t see it, you can’t secure it.” Deploy Identity Security Posture Management (ISPM) tools to hunt
for shadow Al models, undocumented legacy directories, and static API keys pasted into Jira, wikis, or
GitHub.

Days 31-60 Protect Centralize & Gatekeep

» Do not replace legacy systems. Instead, create an Identity Fabric by standing up a centralized secrets
vault to pull hardcoded passwords out of applications.

e Implement API gateways to handle token exchanges — this centralizes security and instantly upgrades
legacy applications that cannot natively support Al identity protocols.

Days 61-90 Govern Lifecycle & Auditing

 Establish an acceptable use policy and a “tool registry” of vetted, safe APIs that agents are permitted to
use.

e Turn on independent auditing to track agent actions separately from human actions, ensuring you have
the immutable logs required for forensics if an agent behaves erratically.
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